How to Spot Fake AI Websites and Scams

Artificial Intelligence has become very popular, and unfortunately some scammers try to take advantage of
this by creating fake AI websites or misleading advertisements.

These sites may claim to offer Al services but are actually designed to collect personal information or
persuade people to pay for services that are unnecessary or fraudulent.

The safest approach is to use only well-known services such as ChatGPT, developed by OpenAl.

Use the Official Website

The safest place to access ChatGPT is:
chatgpt.com

If you see links to Al services on social media or in advertisements, it is wise to check carefully before
clicking them.

Be Cautious of These Warning Signs
A website may be suspicious if it:

Claims to offer “miracle Al tools” or unrealistic promises

Demands immediate payment before you can try anything

Asks for bank details or unusual personal information

Has a web address that looks slightly wrong (for example, extra words or unusual spelling)
Uses aggressive messages such as “Limited time offer — act now!”

Legitimate services rarely pressure people in this way.

Be Careful With Advertisements

Sometimes online adverts claim things such as:
e “This Al will make you rich”
e “Use this secret Al tool to earn money instantly”

“The government doesn’t want you to know about this AI”

These types of claims are usually misleading or fraudulent.

Avoid Downloading Unknown Software



Many genuine Al tools work directly in your web browser. If a website insists that you download
unknown software before using Al, it is best to proceed cautiously.

Only install software from trusted sources.

Never Share Sensitive Information

You should never enter the following into an Al system or website:
e Bank account details
o Credit card numbers
e Passwords
o Government identification numbers
o Personal financial information

No legitimate Al service needs this information to answer questions.

If You Are Unsure

If you ever feel uncertain about a website:
o Stop and take a moment to check it carefully
e Ask a friend, family member, or someone familiar with technology

e Return to the official website rather than following links

Taking a few extra seconds to check can prevent problems.

A Sensible Approach

Artificial Intelligence can be a very helpful and interesting tool, but it should always be used with the
same common-sense precautions that apply to any internet service.

By using official websites, avoiding suspicious links, and protecting personal information, you can explore
Al safely and confidently.



